DEPARTMENT OF THE AIR FORCE

AIR FORCE AUDIT AGENCY

7 August 2002

MEMORANDUM FOR DEPUTY AUDITOR GENERAL, POLICY AND OPERATIONS
MANAGEMENT, ARMY AUDIT AGENCY

FROM: HQ AFAA/DOV
1125 Air Force Pentagon
Washington DC 20330-1125

SUBJECT: Letter of Comments, 2002 Peer Review of Ammy Audit Agency (Project F2002-
A12300-0663.000)

Background. In accordance with the Memorandum of Understanding dated March 2002, we
completed an cxtcrnal peer review of the Army Audit Agency (AAA). Our formal report, under
separate enclosure, concludes that the AAA's quality control system meets standards established
by the President's Council on Integrity and Efficiency (PCIE) and provides the AAA with
reasonable assurance that auditors follow professional standards and internal policies. This letter
contains observations and suggestions regarding issues that did not warrant inclusion in the
formal report.

Objective. We determined whether the AAA's internal quality control system operated
effectively to provide reasonable assurance that audit teams followed internal policies and
procedures as well as applicable government auditing standards. Specifically, we:

a. Evaluated and tested the AAA's quality control policies and procedures related to
staff qualifications and independence and evaluated the design of quality control policies and
procedures related to audit performance and internal review.

b. Determined whether the AAA internal quality assurance (QA) program was
adequately designed to meet established quality assurance objectives.

c. Evaluated two recent QA program projects to determine if QA teams performed the
reviews in accordance with AAA's internal policies and procedures.

d. Determined for a sample of two financial audits and seven performance audits
whether auditors adequately planned, executed, and documented procedures in accordance with
auditing standards and AAA’s quality control policies and procedures.

Overall Conclusion. The AAA's internal quality control program generally operated effectively
and provided reasonable assurancc that audit tcams followed internal policies and procedures and




applicablegovernment auditing standards. The AAA designed itsoverdl internd quality control
system in accordance with applicable standards, and AAA auditors generdly complied with
established quality control policiesand procedures. Although some areas needed improvement,
the peer review team concluded that the seven performance and two financia audits reviewed
complied with government auditing standards and intemal policiesand procedures. Specificaly,
AAA:

a Policies and proceduresrelated to staff qualifications, education, and independence
complied with government auditing standards. In addition, AAA’s quality control program and
procedures related to audit performance and intemal review adequately ensured auditors
accomplished their audit projects m accordance with government auditing standards. However,
the AAA had not developed and implemented specific policiesand procedures for (1) conducting
the planning phase of an audit and (2) complying with the data rdiability-reporting standard.
(See Observation 1)

b. Adequately designed its internal quaity review program to meet quaity assurance
objectives, and assigned highly quaified and experienced auditors to conduct internd quality
control reviews. Further, duringthereview, theinternal QA program wasfunctioning according
to Agency policy, projects appeared to be wel designed, and reports were well written and
identified conditions that neaded improvement. However, the AAA needed to gpply additional
resources to the internal quality review program to a) assure achievement of dl program
objectives, and b) adequately cover all auditing standardsand AAA's implementing policiesand
procedures. In addition, management commentsincludedin quality assurance reports needed to
identify specific actions and include estimated completiondates. (See Observations2 and 3)

c. Quality assurance projects gathered adequate evidence to establish that Agency
auditors generally complied with government audit standards and intema policies and
procedures. Further, QA teams generally conducted quality assurance projects in accordance
with AAA interna policies and procedures. Consequently, the AFAA review team used the
resulting quality assurance reports to support its opinion on the AAA's intemal qudity control
system operating effectiveness.

d. Auditors planned and conducted the seven performance and two financid audits
reviewed m accordance with government auditing standards and AAA internal policies and
procedures. The project reports and supporting documentation provided ample evidence that
auditors properly planned and executed the nine audit projects, and the working papers
adequately supported the conclusions reached during the audits. However, AAA audit teams
needed to improve independent referencing, working paper review documentation, and intemal
quality control checklist accomplishment. They also needed to complete the risk and control
assessment documentsfinancial auditsrequire. (See Observations4 and 5)



OBSERVATIONSAND SUGGESTONS

Observation 1 = Poky Issues. The AAA had not developed and implemented specific
policies and procedures for (1) accomplishing the audit planning phase and (2) complying with
the data reliability-reporting Standard.

a Audit Planning Guidance. The AAA’s planning-phase guidance was limited and
dispersed among severd regulations. Specifically, planning guidance was included in USAAA
Regulation (USAAAR) 36-73, Audit Programs, 10 March 1995; USAAAR 36-40, The Workload
Survey, 31 Mach 1998; the AIC E-Book, undated, and USAAAR 36-91, Audt by Objectives,
1 December 1994. Although al these regulations identified some planning phase requirements,
they callectively did not identify all government auditingstandards. For example:

(1) Management Controls. Although USAAAR 36-91 and other AAA regulations
made it mandatory to review controls in every audit, they did not specify that auditors should
review controlsin the planning phase. In addition, AAA regulationsdid not require auditorsto
include audit program stepsto test controls. However, audit supervisorswere generaly aware of
the nead to review controls in the planning phase. Auditors reviewed controlsin the planning
phase ad included audit program stepsto test controlsfor al but oneaudit reviewed.

(2) Daa Rdiahility. AAA regulations did not specify auditors planning-phase
responsibilitiesfor verifying wmputer-processed data reliability. Further, AAA regulationsdid
not require audit program steps to validate the reliability of wmputer-processed data supporting
audit conclusions. Of 4! audit programs, 3 (75 percent) did not include steps testing data
reliability.

b. Reporting. The AAA had not deveoped specific guidance implementing data
reliability reporting requirements contained in GAO/OP-8.1.3, Assessing the Rdiability o
Computer Processed Data, April 1991. Of 6° reports, 5 (83 percent) did not meet the data
reliability reporting requirements.  That is, the reports objectives, scope, and methodology
sections did not identify the computer-processed data auditors tested, the test results, or the
auditors conclusionsregarding datareliability. For some audits, the data reliability discusson
helps managers better undergand the audit results and the manner in which the auditors
conducted the audit.

Suggestion 1.  The Deputy Auditor Generd for Policy and Operations Management
should:

a Devdop guidance for the audit planning phase that provides auditors a single
reference for determining planning-phase requirements (i.e., what the auditors need to
accomplish to adequately plan an audit).

! Thetotal universswasnine projects, however, only four projectsused computer -pr ocessed data.

? Thetotal universewasnine projects, however, only six projectshad data rdiability reporting requirements



b. Develop guidance that implements the reporting standard on computer-based data
reliability.

Management Comments. The Deputy Auditor General for Policy and Operations
Management concurred with the observation and suggestionsand stated:

a. "We began consolidating audit-planning requirements for use on all Agency audit
engagements into one new regulationin June 2002. Our target date for completing the regulation
is 31 October 2002.

b. "We began developing a new regulation prescribing policy to implement the
reporting standard on testing of computer-based data reliability in July 2002. Our target date for
completing the regulation is 31 December 2002.”

Observation 2 = Quality Assurance Program. The AAA needed to apply additional
resources to the internal quality control review program to assure achievement of all program
objectives. Thisis a repeat condition from the 1999 peer review.

a. Program Scope. In the approximately 3-years (June 1999 — March 2002) since the
last peer review, the AAA completed only three quality assurance reviews. Further, the scope of
all three reviews covered a very narrow range of government auditing standards and
implementing procedures (see Table 1). Consequently, quality control coverage limited the
AAA’s assurance that auditors followed auditing standards and implementing policies and
procedures.

b. Causes. Several factors contributed to the quality assurance program's liited
coverage.

(1) Timeliness. One factor impeding the program from completing more reviews
and achieving wider coverage was the amount of time required to complete each review. For
example, AAA started one review in October 1999 but did not finish (the application phase) until
June of 2000. The AAA did not issue the report until March 2002. A second project took
10 months to complete (5 months in application and 5 months in report writing and processing).
The AAA goal is to complete a quality control review in 3 to 4 months.

(2) Individual Project Coverage. Another factor impeding the overall program from
achieving wider scope was the limited coverage of the individual reviews completed between

1999 and 2002. One review focused on verifying the reliability of computer-processeddata. A
second review focused on follow-up reporting. The final review focused on consulting projects
(mostly non-audit). In the 3 years since the last peer review, the quality assurance staff did not
once use the internal quality control review checklist (expanded). The expanded checklist covers
all aspects of the audit process, and the AAA developed the checklist specifically for this
purpose.




Audit Phase Activity 1999-2002

Planning
Entrance conference conducted
Prior audit coverage reviewed
Management controls identified
Audit program developed/adequate
Working papers prepared and reviewed

O O O O ©

Application
Validity of computerized data verified
Adequacy of controls and compliance assessed
Findings contained required elements
Findings validated with management
Audit accomplished timely
W/Ps prepared, summarized, crossindexed, and reviewed

© O 0 O O ™

Report Processing

Report contained all required elements

Report answered all announced objectives

Findings contained all required elements

PMB was accurately computed

Recommendations were logical

Command comments and audit response included/accurate
Independent referencing completed/adequate

Internal Quality Control Review Checklist completed

» O O O C ©C O ™

Table1. Scope of Quality Assurance Reviews (1999-2002).”
0 =not reviewed X = reviewed

(3) Proiect Staffing. A final contributing factor was the practice of employing the
entire QA staff collectively on each single project. Assigning one staff member per project
would potentially increase the number of quality assurance reviews accomplished each year.

Review Comment. The comments above applied to the entirc 3-year period taken as a
whole. In the 6 to 12 months just before the pecr review, quality control review program
productivity accelerated. The AAA issued three quality assurance reports in March 2002, and
each successive project took less time to complete. The AAA had a fourth quality control review
report in the draft report stage as the peer review ended. Further, the quality control review
program plan for the remainder of Fiscal Year (FY) 2002 and 2003, if completed, will cover
several auditing standards (e.g., planning, supervision, and independence).

Table | indicates only the quality assurance work accomplished involving audit-related projects. It does not
tnclude quality assurance work accomplished on non-audit projects. The AAA quality assurance staff did complete
one project in 2002 that evaluated comphance with internally cstablished standards for consulting engagements,




Suggestion 2. The Deputy Auditor Generd for Policy and Operations Management
should:

a Egablish milestones for each quality assurance project and monitor project progress
against eech milestone.

b. Include broader-scoped quality control review projectsin the annua quality assurance
plan. We suggest projects usng the interna quality control review checklist (expanded) to
evauate & least one audit engagement per program director in a 3-year cycdle.

c. To the extent possible, assgn one quality assurance staff member per project as a
meansto increase productivity.

Management Comments. The Deputy Auditor Generd for Policy and Operations
Management concurred with the observation and suggestions and stated:

a ""We are updating our FY 02-03 quality assurance plan to include milestones for the
respective quaity assurance projects. We will finalize our FY 03-05 plan by 30 September
2002. Additional Information. In February 2002, the Agency implemented a nev management
information system that were using to monitor established milestonesfor al phasesof a project.

b. ""We will include broader-scoped quality assurance reviewsin our FY 03-05 quality
assurance plan.  Specifically, we plan to include more aspects of the audit process (planning,
application and report processing) in eech of the respective reviews. However, we believe that
we can still provide sufficient coverage of audit processes by performing reviewsacross multiple
program directors. Thiswill alow usto identify whether thereare systemicissuesand risk areas
Agency-wide."

c. "To the extent possible, and based on complexity, and the depth and breadth of the
quality assurance projects, we will assign one quality assurance sdf member per project to
Increase productivity."

Observation 3 = Management Comments. The operating Deputy Auditors Generd
comments in the most recent quality assurance reports did not indicate specific planned
correctiveactions. In addition, the commentsdid not provide estimated completiondates. Asa
result, the AAA did not document a commitment to completely correct the reported conditions,
The following are examples of management comments that lacked specificity and estimated
compl etion dates.

a "Thethree Deputy Auditor Generds agreed with the recommendation and said they
would continue to demonstratethat follow-upwork is vaued and important.”

b. “The three Deputy Auditors Generd agreed with the recommendationto ensure the
gppropriatefactorsare consdered in deciding the proper engagement type.™



Suggestion 3. The Deputy Auditor Generd for Policy and Operations Management
should assure that actions management agrees to take in future quality assurance reports are
specific and includea timeline for completion.

Management Comments. The Deputy Auditor Genera for Policy and Operations
Management concurred with the observation and suggestion and stated: ""We will ensure al
recommendationsin future quality assurance reports have suspense data, and that comments
provided by the operating Deputy Auditors Genera are specific and adequately address
recommendations made by the quality assurance team, to include the timetables for completion.
Additional Information. In March 2002, we developed and implemented a quality assurance
monitoring/tracking System for recommendations made during our quality assurance reviews.
Thesystem isonline and accessibleby all Agency personnel, and thesystem highlightskey areas
such  asreport number, recommendation, accountable directorate, status, target and
implementationdates.

Observation 4 — Quality Control. Audit teams did not dways comply with AAA
established quality control requirements consisting of reviewing working papers, completing the
internal quality control review checklist, and independently referencing the draft report. For one
project reviewed, the audit team did not complete any of the quality control requirements.
Completing the quality control requirements helps assure auditors follow government auditing
standardsand prepare well-supported audit reports.

a. Supervisory Review. Three supervisorsdid not initial and date the project working
papers, and a fourth supervisor only initided a portion of the working papers. Further, four
supervisors did not document their working paper reviews on audit review sheets, as AAA
regulations require. Instead, the supervisors reviewed the working papers and then discussed
them orally with the auditors. For example, one supervisor stated that when he was dealing with
""seasoned auditors™ he would just verbally tell them if they overlooked something. While oral
discussions are important, documenting working paper reviews and subsequent discussions is
also important to assure that major points are understood and the auditors acknowledge and
accomplishany additional taskings.

b. Internal Quality Control Review Checklist. Supervisors for three projects did not

complete the internal quality control review checklis!  Further, one supervisor that completed
the checklist did not do so until 4 monthsafter the final report was issued, and another supervisor
only completed part (50 to 75 percent) of the checklist. Although our review did not disclose
materia problemswith any of the nine audits reviewed, quality control steps are essentia to
ensure conformancewith auditing standards. This is a repeat observation from the 1999 peer
review.

Review Comment. The AAA issued a quality assurance report on 19 March 2002 that
identified this same condition (i.e., that audit supervisors were not completing the required
internal quality control review checklist). The AAA’s report contained recommendations for

4 The internal quality control review checklist isone element of AAA’s quality assurance program. The checklist
paralldsthe audit processand contains separate sections on audit planning, execution, and reporting. Supervisors
arerequired to complete the checklist to help assureauditsare accomplished in accor dance with auditing sandards



corrective action that were ongoing at the time of the peer review. Consequently, this report
contains no suggestionsaddressing thisissue.

C. Independent Referencing. it teams 1 t dways folow AAA policies ad
procedures wk  they indep dently referenced draft « Specificdly, audit teeamsdid not
independently referencedraftreparts prior to issuancd 3 projects), did not utilize an independent
party to reference reports (2 projects), and did not reference subsequent changes (3 projects). In
addition, referencersdid not verify facts to supporting working papers (5 projects), and they did
not verify al facts and figures (6 projects). Finally, supervisors did not review and sgn the
referencing notes (2 projects). This is also a repeat observation from the 1999 peer review
Severd factorscontributed to thiscondition.

(1) Familiaity. Some auditors indicated a lack of familiarity with the specific
referencing requirements. For example, one audit supervisor stated his understanding was thet
auditors could choose to reference either the draft or the final. He referred to, the certification
form that had optionsfor “Draft” or "Find" referencing. He stated he was not familiar with the
USAAAR 36-85, Independent Report Referencing, 3L October 1996, requirement to reference
drafts before rdeasing them to management. Ancther auditor stated he did not realize he was
supposed to put tick mark on the supporting working papers. Findly, an audit manager dated
she had ""no ided" independent referencers were supposed to initid source documents. One
referencer indicated he had never initialed sourcedocumentsbefore.

(2) Supervisor Oversight. Supervisors did not ensure referencers understood and
complied with the established referencing procedures. For example, one supervisor said he was
not aware that the referencer was not initialing supporting working papers because he only
sgned the Form 371 and did nat review or verify that referencing \\as donecorrectly. Another
supervisor said he did not reference changes because he saw no "value added" to referencing
changes.

Suggestion 4. The Deputy Auditor Generd for Policy and Operations Management
should:

a. In coordinationwith the operating Deputy Auditors Generd, remind audit supervisors
of their respongbility to review, initial, and date working papers and prepare review comments
to document their observations. This is particularly important when the supervisor notes
additiona actionsthat need to be accomplished or actionsthat the auditorsoverlooked.

b. Reauire supervisors to (1) review USAAAR 36-85 referencing procedures with the
Independent referencer prior to Sarting each referencing assgnment and (2) periodicaly review
referencers work to assure conformance with USAAAR 36- 85 referencing requirements.

Management Comments. The Deputy Auditor General for Policy and Operations
Management concurred with the observation and suggestionsand stated:




a ""We coordinated this issue with the operating Deputy Auditors General and they
agreed to remind their respective teams of the importance and need for supervisory reviews.
Specificaly, for the three operating Deputy Auditors General, one:

e Scheduled the audit manager for the quality assurance team to brief supervisory
review issues identified during recent quality assurance reviews and the peer
review at the directorate's team meeting on 24 July 2002.

e Is going to develop and distribute correspondence to al audit supervisors and
managers within the directorate addressing supervisory review issues by
30 August 2002.

e Is going to issue a message to all auditors within the directorate addressing
supervisory review issuesby 30 September 2002.

In addition, we briefed thisissueat the Agency-conducted supervisory school in April 2002, and
sent an email to al Agency supervisorsand managers pertaining to their respective supervisory
review responsbilities in May 2002. Additional Information. During one of our quality
assurancereviews (A-2002-PM0-0552.000, dated 25 March 2002), not selected during the peer
review, we concluded that responsible managers didn't always provide sufficient evidence
supporting supervisory review. Operating Deputy Auditors Generad concurred with the
recommendation requiring program directors to amend FY 03 performance staridards holding
audit supervisors and managers accountable for implementing quality controls (to include
supervisory reviews) during engagements.”

b. "We will update USAAAR 36-85 to include a requirement for supervisorsto review
and discuss independent report referencing procedures with the respective independent
referencers prior to the effort. Our target date for completing the regulation is 31 December
2002. In addition, we will periodicaly review referencers work to ensure compliance with
USAAAR 36-85. Additional Information. During one of our quality assurance reviews (A-
2002-PMO-0552.000, dated 25 March 2002), not selected during the peer review, we identified
deficiencies with independent referencing and included a project in our draft FY 02-03 quality
assuranceplan to review thisarea. We are planning to review thisarea during the last quarter of
FY 03."

Observation 5 — Financial Audits. The AAA did not prepare, and/or update from prior
years audits, certain documents the US Generd Accounting Office GAO/PCIE Federa
Financia Audit Manual, January 1993, requiresfor financial statement audits. Specificaly, the
audit of the Army's Genera Fund Principa Financial Statementsfor FY 2000, and the related




"feeder audits,” lacked updated cycle memoranda,® account risk analyses,” specific control
evaluations,® and sampling plans.® The AAA made a conscious decision not to prepare or update
these documents because Ammy information systems were not yet capable of producing auditable
financial statementsallowing the AAA to form an opinion. The AAA audit teams believed they
could spend the considerable time it would take to prepare/update these documents more
profitably on other audit priorities. However, the auditors did not document in their working
papers the decision not to prepareand/or update the documents, provide corresponding rationale,
and explain the impact on the audits.

Suggestion 5 The Deputy Auditor Genera for Policy and Operations Management
should require auditors to document in the working papers reasons for not preparing or updating
cycle memoranda and other documents required for financial statement audits. The rationale
should also describe the impact that non-achievement will have on the audit results, if any.

Management Comments. The Deputy Auditor Genera for Policy and Operations
Management concurred with the observation and suggestion and stated: “We will update our
audit working paper regulation (USAAAR 36-72, Audit Vérki ng Papers, 31 January 1992) to
include a requirement for auditors to document reasons for not preparing or updating cycle
memoranda and other documents required for financial statement audits, and describe the impact
that non-achievement will have on the audit results in the working papers. Our target date for
completingthe regulation is 31 January 2003.”

Additional Comment - Continuing Professional Education. Auditors reviewed in the 2002
peer review generally met continuing professional education (CPE) requirements. Of 89 auditors
reviewed, 87 auditors (98 percent) could provide documentation indicating they met Nl 2001
education and training requirements. Eighty auditors (90 percent) had supporting documentation
for their FY 1999/2000 education and training. This represented substantial improvement over
the 1999 peer review where in only 56 percent of the auditors reviewed had documentation
supportingtheir CPE accomplishments.

® The AAA accomplished several audits, referred to as "feeder" audits, to support the FY 2000 General Fund
financia statement audit. A partia list of the feeder audits includes: civilian accrued leave, military pay,
constructionin progress, munitions, real property, genera equipment, and liabilities.

¢ Auditors prepare cycle memoranda to document their understanding of the entity's information systems for
processing and reporting accounting, compliance, and operationsdata.

7 Auditors prepare the Account Risk Analysisto identify significant line items, accounts, and assertions. For each
significant line item, the auditor should use the Account Risk Analysisform to document the significant transaction
cyclesand the specificsignificant accounting applicationsthat affect these significant line itemsand accounts.

$ Auditors prepare the Specific Control Evaluation to group potential misstatements and control objectives by
accounting application, providing a format to perform and document the evaluation and testing of internal controls
efficiently.

® Auditors generally obtain audit evidence using sampling procedures to select individua line items. Auditors
should document the sampling plan in the working papers.
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EVALUATION OF MANAGEMENT COMMENTS

AAA actions planned arc responsiveto the issues and suggestions contained in the report.

G e
DONIJETTE L. GILMORE
Director, Policy, Oversight, and
SystemsDivision
Operations Directorate

cc:
DoDIG (AIG/APO)
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